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2. Risk Management

2.1 Risk Management Policy

The Company’s Risk Management policy set out the requirements for Risk Management organization and responsibilities, 
Risk Management framework and tools, the process for Risk identifi cation, assessment, treatment and escalation as well 
as Risk reporting.

The Company’s risk management policy aims at identifying, assessing and treating all relevant, foreseeable risks in a way 
that is effective, proactive and fi t-for-purpose. Risk Management supports the organization in achieving defi ned ambitions 
and goals by having a holistic and enterprise-wide perspective, linking to the relevant goals, maintaining risk exposure 
at acceptable levels and managing the signifi cant threats and exploiting the signifi cant opportunities.

The Management and the Board of Directors consider key risk and risk mitigation on a quarterly basis.

2.2 Risk Factors

Key risks that may affect the operation of the Company and its subsidiaries are as follows:

2.2.1 Current Risks for business operations and Emerging Risks

1 ) Risks from the changes in laws, regulations and regulator or government policies

a. Changes in laws and regulations related to management of radio frequency spectrum 

The telecommunications business is governed by two main acts, namely the Frequency Act and the 
Telecommunications Act.

The NBTC is in the process of enacting a Royal Decree under Section 30 of the Act on the Organization 
of Frequency Allocation and Regulation of Radio Broadcasting Business, Television radio and
 telecommunication business (No. 3), 2019, which will result in changes in the spectrum management 
in important issues such as revising restrictions on spectrum usage from permitting the licensee to use 
it for only one type of businesses, either for radio broadcasting business, television business or 
telecommunication business, to permitting the licensee to use the spectrum to operate all types of 
businesses, either for radio broadcasting business, television business or telecommunication business. 
Apart from this, the license to use the spectrum will be allowed to transfer. This change will foster more 
convergence between radio broadcasting business and telecommunication business and would affect 
to competitiveness of the Company which provides only wireless telecommunication service.

Risk Management
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2 ) Market Risks

a. Thai telecommunications industry is highly competitive and sensitive to price competition

The Thai mobile telecommunications industry is highly competitive and sensitive to price competition 
since SIM penetration is already very high, limiting the possibility to attract non-users.  Data usage and 
smartphone penetration are also high, limiting the ability to increase revenue from the existing base 
with voice and data plans. 

Moreover, the mobile operators are aggressively introducing cutting-edge technology and providing 
new products and services to attract and retain customers. As a result of the technology transition from 
4G to 5G, the competition focuses on 5G service coverage communication, network quality and service 
enhancement and new products and services through collaboration with their business partners to 
respond to customers’ needs at a competitive price.  If this intensifi es and the Company is unable to 
respond to such competition in a timely and cost-effi cient manner, such competition may have a 
material effect on the result of business operations and business opportunity of the Company.

To mitigate these risks, the Company has included the following steps into its plan: network coverage 
expansion, spectrum management aligning to customer demand, and network quality enhancement to 
deliver better experience nationwide. In addition, the Company plans to acquire new customers and 
protect its existing customer base by providing relevant products and services according to customers’ 
needs at good value for money and developing innovative products and services, collaborating with 
business partners for better work efficiency and providing more convenience in the daily life of 
customers.
  

 
b. Risk of revenue erosion due to continued economic recession (negative GDP growth, higher 

unemployment rate, lower consumption), and potential new wave of COVID-19 outbreak 

The COVID-19 pandemic has resulted in a domestic economic recession and has had a negative effect 
on consumption demand, a decrease in consumer confi dence, an increase in price sensitivity, and a 
signifi cant decrease in migrant and tourist mobile users of the Company. The pandemic has directly 
impacted sales revenue, airtime and other service mobile revenues and has increased the churn rate.

The Company has managed this risk by managing postpaid and prepaid subscriber base diligently to 
increase active callers and their spending through the offering of relevant valued products and services 
to customers and acquiring Thai consumers to grow the Thai subscriber base to compensate for the 
decrease in migrant and tourist mobile revenue and to minimize the risk from future COVID-19 
pandemic waves.

3 ) Operational Risks

a. Risks of technology and information security

The amount of data continues to grow exponentially, as does the rate at which organizations share data 
through online networks. There is also massive IoT coming into view as millions of machines-tablets, 
smartphones, ATM machines, sensors, and much more are all linked, increasing inter-dependencies 
exponentially. Organizations increasingly open their IT systems to a wide range of machines and lose 
direct control of data security. Cyber criminals are very aware of these vulnerabilities. To cope with ever 
increasing cyber threats, dtac TriNet has been working to build up defendable architecture, developing 
security competency and continuously improving the Security Operation Center (SOC). However, risks 
of technology and information security are still a factor that may affect the business and business 
opportunities of the Company.

Moreover, Data Privacy is another issue that the Company has emphasized on to ensure that all 
processing of personal data is lawful (Personal Data Protection Act 2019, with remaining material terms 
effective on 1 June 2021).   However, as the demand and complexity of processing personal data has 
grown as mentioned earlier, the Company and its subsidiaries are committed to upholding 
transparency to data subjects (customers) through obtaining customer consent for processing 
personal data that could potentially be outside of original objectives (basic telecom services).   Consent 
collection has been planned and implemented on all customer front channels to ensure possession of 
customer consent prior to any processing outside of main objectives.

b. Risk of interference from the spectrum

890-895 / 935-940 MHz (or 900 MHz band) spectrum that dtac TriNet won the auction on 28 October 
2018, is a spectrum with small Guard Band, therefore, this may cause interference problems. If this 
happens, it will affect the quality of service of the 900 MHz band. Even though it is the responsibility of 
each licensee to install their own fi lters, as well as to prevent and to resolve the problem in order to 
prevent interference between spectrums, if the licensee fails to comply, it is under the NBTC’s authority 
to enforce the law to resolve the interference problem. In this regard, dtac TriNet has coordinated with 
relevant authorities to prevent potential problems to ensure that the 900 MHz can be managed 
effectively and effi ciently. However, if the risks of interference from the spectrums are not mitigated 
immediately, this will affect the quality of services and impact the business and business opportunities 
of the Company.
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c. Risk from interruption of network service system and other important systems which may have an 
impact on service users

The Company and dtac TriNet perceive the risks which may occur as a result of a disruption of the network 
system and other essential systems that could impact the provision of services. Therefore, the Company 
and dtac TriNet have continuously prepared for and developed plans to support emergency events and 
disruption of the network system as well as other essential systems.

The Company and dtac TriNet have developed a network management system and prescribed 
maintenance procedures for the network and equipment so that all network and equipment function 
effi ciently in order to provide telecommunications service to customers effectively, especially voice 
service and data service. The degrees of redundancy in our transmission network have been enhanced 
through the addition of fiber routes and a high capacity DWDM (Dense Wavelength Division 
Multiplexing) network. In addition, the Company and dtac TriNet have also been developing plans to 
prevent the disruption of other essential systems, such as information system, billing system and 
customer services so that the services can be continuously provided to the customers. The Company and 
dtac TriNet also have a backup plan in case of emergency which covers an additional investment in 
important equipment and safety system e.g. fi re protection system and real-time network and equipment 
monitoring system. The Company and dtac TriNet regularly conduct trainings for its staff on their 
responsibilities and relevant procedures and strictly conduct test runs of the backup plans.

Furthermore, the Company and dtac TriNet have procured insurance policies to cover network and 
equipment damages in order to minimize the impact of such risk against the Company and dtac TriNet.

d. The Company has to rely on third parties for telecommunications equipment

The Company provides mobile phone service through complex telecommunications equipment, 
including mobile telecommunications network and 2G/3G/4G/5G base stations nationwide. Therefore, 
the success of the Company’s and dtac TriNet’s businesses (which may share some of the base stations 
with the Company to provide  2300 MHz services of TOT) depends on the effective maintenance and 
repair of the network and equipment.

At present, the Company and dtac TriNet engage third parties to provide maintenance and repair services 
for some base station equipment and transmission network. These service providers had gone through 
a thorough selection process and regular performance reviews to ensure that the service levels are in 
accordance with standards. If the third parties are unable to perform their duties under their agreements 
or in a timely and cost-effective manner which may affect the speed and quality of the services of the 
Company and dtac TriNet, the Company and dtac TriNet may choose to switch to alternative suppliers, 
albeit with potentially higher operating costs, to maintain quality of services.

In addition, to provide telecommunications services, dtac TriNet has to rely on a basic network from CAT 
Public Company Limited and has to roam on 2300 MHz spectrum belonging to TOT. Problems related to 
network management by the contract partners may affect the ability to run the business and may impact 
the fi nancial status and business opportunities of the Company.

e. Risks from exchange rate fl uctuation

The principal revenues of the Company are denominated in Thai Baht currency.  Capital expenditures 
constitute the majority of the Company’s expenditures. For capital expenditures, the Company has 
established an agreement with suppliers to pay  in Thai Baht.

For the remaining USD exposure, the Company utilizes USD revenue from International Roaming to 
partially match USD expenses (Natural Hedge) and enters into FX hedging transactions as it deems 
appropriate.

f. Major shareholders may have infl uence on decisions of the Company

Telenor Asia PTE LTD and Thai Telco Holdings Co., Ltd. are major shareholders of the Company, holding 
collectively 65.05 per cent of the total issued shares of the Company (information as at 29 July 2020).

Thai Telco Holdings Co., Ltd. underwent a shareholding restructuring in July 2012, whereby Bencharongkul 
Group, the founder of the Company, now holds shares in the Company through Thai Telco Holdings Co., 
Ltd. Bencharongkul Group holds 51 per cent of the total issued shares of Thai Telco Holdings Co., Ltd.

As a result, Telenor Asia PTE LTD and Thai Telco Holdings Co., Ltd. (including Bencharongkul Group) may 
exert infl uence over corporate decisions of the Company, except for matters which they are not eligible 
to vote due to any special interest or confl ict of interest relating thereto.

g. Supply chain risk from U.S. Restrictions on the Company’s suppliers’ acquisition of U.S. 
technology

The Company and its subsidiaries, dtac TriNet and TeleAsset, use radio network equipment from a major 
telecommunications equipment supplier in the southern region for network expansion and development 
and devices for sales and customer service. Since May 2019, such telecommunications equipment 
supplier has been listed to Entity List of U.S. Department of Commerce’s Bureau of Industry and 
Security (“BIS”), restricting the export, re-export and transfer (in U.S.) of controlled products under 
Export Administration Regulations (“EAR”) without Temporary General License. 

Due to such situation, if the Company would enter any transaction with such telecommunications 
equipment supplier, a Temporary General License (“TGL”) from BIS was required for such transaction. 
However, TGL expired on 13 August 2020. Expiry of TGL is likely to impact to the ability of procurement 
and delivery of semi-conductors and chipsets to the Company  in the medium to long term and
 consequently affect both network/IT equipment and devices (e.g. phones, Customer Premises Equipment 
(“CPE”) etc.). 

Such telecommunications equipment supplier has indicated that it has enough stock of components to 
ensure uninterrupted deliveries for 5 years for spare parts and 6 months for new deliveries but in the 
meantime, such telecommunications equipment supplier is seeking other non-EAR affected alternatives. 
However, the Company has not found any other source of information that could verify the accuracy of 
notifi cation given by such telecommunications equipment supplier. 
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In order to minimize this risk, the Company issued purchase orders to secure suffi cient capacity and 
implemented a clear procurement plan for 2021, in alignment with the Company’s guidelines on network 
modernization. Moreover, such telecommunications equipment supplier has confi rmed in writing 
production availability of equipment and spare parts for 2021.

2.2.2 Risks which might impact to the investment of shareholders

1 ) Risk from unclear enforcement of laws governing foreign ownership

The principal laws which impose restrictions on foreign shareholding are as follows:

• The Land Code which prohibits a “foreigner” (as defi ned in the Land Code) from owning land, unless 
permission is granted in accordance with the law. Any foreigner who possesses the land without 
permission is required to sell such land within the specifi ed period, which shall not be less than 180 
days and not more than one year;

• The Foreign Business Act which prohibits a “foreigner” (as defi ned in the Foreign Business Act) from 
engaging in certain types of business, including the provision of certain telecommunications services, 
unless prior permission is obtained from the Director-General of the Department of Business 
Development, the Ministry of Commerce;

• The Telecommunications Act which prohibits a “foreigner” (as defi ned in the Foreign Business Act) from 
engaging in Type II and Type III telecommunications businesses;

The violation of restrictions on foreigners under the above laws may result in the revocation of the 
telecommunications license. The Company and/or its subsidiaries may not be able to continue the 
telecommunications business.

The Company believes that it is not a “foreigner” under the defi nitions of the Foreign Business Act, the Land Code 
and the Telecommunications Act, and has correctly and completely followed the practices applicable in Thailand.

The Company is of the opinion that the Government has no clear policy on the interpretation and enforcement 
of the term “nominee” under Foreign Business Act, resulting in the Company being subject to risk in undertaking 
its business. Although the Foreign Business Act has been in force for more than 20 years, there has been no 
Supreme Court precedent regarding a “nominee” arrangement under Section 36 of the Foreign Business Act in 
order for the Company to evaluate or assess the impact of the enforcement or interpretation of such provision 
under the Foreign Business Act that may impact the Company and its subsidiaries.

Due to such unclear interpretation and enforcement of the Foreign Business Act, on 14 June 2011, a 
telecommunications operator submitted an allegation to the Royal Thai Police to take a criminal action against 
the Company (including its directors, certain shareholders of the Company and their directors) alleging that the 
Company operated the telecommunications business in violation of the Foreign Business Act. Furthermore, on 
22 September 2011, a minority shareholder of the Company (holding 100 shares in the Company) fi led a lawsuit 
against certain state agencies, including the NBTC, before the Administrative Court, alleging that the Company 
is a “foreigner” under the Foreign Business Act. Both cases are being considered by the Royal Thai Police and the 
Supreme Administrative Court.

The Company believes that the Company is not a “foreigner” and has correctly and fully complied with the Foreign 
Business Act. However, if eventually it is decided (by the fi nal Supreme Court judgment) that the Company is not 
a Thai company under the Foreign Business Act and the Telecommunications Act and such event is not remedied, 
the NBTC may revoke dtac TriNet’s Type III telecommunications license. As a result, the Company and/or dtac 
TriNet may not be able to continue the telecommunications business.

  
2 ) Risk from unclear enforcement of the law governing foreign dominance

The NBTC has issued the NBTC Notifi cation on Determination of Foreign Dominance Restrictions B.E. 2555 (2012) 
(the “Foreign Dominance Notification”), which became effective on 24 July 2012. The Foreign Dominance 
Notifi cation defi nes “dominance” as the scenario where foreigners have the controlling power or infl uential 
power in policy making, management and operation of the telecommunications business of the licensee by way 
of, among others, holding shares with half or more than half of the total voting rights. In this respect, the 
Company is of the opinion that it has not acted in any way that confl icts with the Foreign Dominance Notifi cation, 
and the Company and dtac TriNet have always submitted letter of declaration to the NBTC indicating that the 
Company and dtac TriNet will comply with the NBTC’s Foreign Dominance Notifi cation. The Company has only held 
a Type 1 Telecommunications Business License since September 2018.

The NBTC may not agree with the Company’s interpretation mentioned above. As for dtac TriNet, it still has the risk 
from unclear enforcement of the law governing foreign dominance. However, based on the NBTC’s explanation to 
the public at the public hearing regarding the aim and objectives of the Foreign Dominance Notifi cation and, in 
particular, the defi nition of “dominance” in 2012, the Company’s external counsel opines that the Company and 
dtac TriNet would not be regarded as a company under foreign dominance pursuant to the definition of 
“dominance” of the NBTC. Nevertheless, the risk from unclear enforcement of law governing foreign dominance 
may have a material effect on the business operation and business opportunities of the Company and dtac TriNet.

3 ) Risk from disputes over excise tax and revenue sharing

The Government policy is still uncertain on the collection of excise tax from telecommunications services. CAT 
submitted a dispute to the Thai Arbitration Institute on 11 January 2008, demanding that the Company pays 
additional revenue sharing for the concessionary years 12 to 16, including penalty and VAT, in the amount of 
approximately THB 23,164 million. This was because, during said concessionary years, the revenue sharing payable 
to CAT was reduced by the amount of excise tax paid by the Company to the Excise Department prior to making the 
revenue sharing payment to CAT, in accordance with the Cabinet resolutions and the letter from CAT. On 28 May 
2012, the Arbitral Tribunal rendered its decision to dismiss the dispute raised by CAT on the grounds that the 
Company had fully paid the revenue sharing to CAT and all debts had already been settled. Nevertheless, CAT has 
appealed the Arbitral Tribunal’s decision before the Central Administrative Court. The Central Administrative Court 
issued the verdict in favor of the Company and dismissed CAT’s petition. Currently, the case is under the 
consideration of the Supreme Administrative Court.

The Company is subject to disputes with CAT concerning the treatment of revenue from interconnection charges.  
In 2006, the NBTC issued a notifi cation, changing the compensation model for connection between teleoperators’ 
networks.  As a result of this change, the Company started receiving interconnection charges from operators 
terminating calls in its network. This led to disputes between the Company and CAT as to whether these 
interconnection charges should be included when calculating the revenue share the Company was obliged to pay 
to CAT under the Concessionary Agreement.  
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of the term “nominee” under Foreign Business Act, resulting in the Company being subject to risk in undertaking 
its business. Although the Foreign Business Act has been in force for more than 20 years, there has been no 
Supreme Court precedent regarding a “nominee” arrangement under Section 36 of the Foreign Business Act in 
order for the Company to evaluate or assess the impact of the enforcement or interpretation of such provision 
under the Foreign Business Act that may impact the Company and its subsidiaries.

Due to such unclear interpretation and enforcement of the Foreign Business Act, on 14 June 2011, a 
telecommunications operator submitted an allegation to the Royal Thai Police to take a criminal action against 
the Company (including its directors, certain shareholders of the Company and their directors) alleging that the 
Company operated the telecommunications business in violation of the Foreign Business Act. Furthermore, on 
22 September 2011, a minority shareholder of the Company (holding 100 shares in the Company) fi led a lawsuit 
against certain state agencies, including the NBTC, before the Administrative Court, alleging that the Company 
is a “foreigner” under the Foreign Business Act. Both cases are being considered by the Royal Thai Police and the 
Supreme Administrative Court.

The Company believes that the Company is not a “foreigner” and has correctly and fully complied with the Foreign 
Business Act. However, if eventually it is decided (by the fi nal Supreme Court judgment) that the Company is not 
a Thai company under the Foreign Business Act and the Telecommunications Act and such event is not remedied, 
the NBTC may revoke dtac TriNet’s Type III telecommunications license. As a result, the Company and/or dtac 
TriNet may not be able to continue the telecommunications business.

  
2 ) Risk from unclear enforcement of the law governing foreign dominance

The NBTC has issued the NBTC Notifi cation on Determination of Foreign Dominance Restrictions B.E. 2555 (2012) 
(the “Foreign Dominance Notification”), which became effective on 24 July 2012. The Foreign Dominance 
Notifi cation defi nes “dominance” as the scenario where foreigners have the controlling power or infl uential 
power in policy making, management and operation of the telecommunications business of the licensee by way 
of, among others, holding shares with half or more than half of the total voting rights. In this respect, the 
Company is of the opinion that it has not acted in any way that confl icts with the Foreign Dominance Notifi cation, 
and the Company and dtac TriNet have always submitted letter of declaration to the NBTC indicating that the 
Company and dtac TriNet will comply with the NBTC’s Foreign Dominance Notifi cation. The Company has only held 
a Type 1 Telecommunications Business License since September 2018.

The NBTC may not agree with the Company’s interpretation mentioned above. As for dtac TriNet, it still has the risk 
from unclear enforcement of the law governing foreign dominance. However, based on the NBTC’s explanation to 
the public at the public hearing regarding the aim and objectives of the Foreign Dominance Notifi cation and, in 
particular, the defi nition of “dominance” in 2012, the Company’s external counsel opines that the Company and 
dtac TriNet would not be regarded as a company under foreign dominance pursuant to the definition of 
“dominance” of the NBTC. Nevertheless, the risk from unclear enforcement of law governing foreign dominance 
may have a material effect on the business operation and business opportunities of the Company and dtac TriNet.

3 ) Risk from disputes over excise tax and revenue sharing

The Government policy is still uncertain on the collection of excise tax from telecommunications services. CAT 
submitted a dispute to the Thai Arbitration Institute on 11 January 2008, demanding that the Company pays 
additional revenue sharing for the concessionary years 12 to 16, including penalty and VAT, in the amount of 
approximately THB 23,164 million. This was because, during said concessionary years, the revenue sharing payable 
to CAT was reduced by the amount of excise tax paid by the Company to the Excise Department prior to making the 
revenue sharing payment to CAT, in accordance with the Cabinet resolutions and the letter from CAT. On 28 May 
2012, the Arbitral Tribunal rendered its decision to dismiss the dispute raised by CAT on the grounds that the 
Company had fully paid the revenue sharing to CAT and all debts had already been settled. Nevertheless, CAT has 
appealed the Arbitral Tribunal’s decision before the Central Administrative Court. The Central Administrative Court 
issued the verdict in favor of the Company and dismissed CAT’s petition. Currently, the case is under the 
consideration of the Supreme Administrative Court.

The Company is subject to disputes with CAT concerning the treatment of revenue from interconnection charges.  
In 2006, the NBTC issued a notifi cation, changing the compensation model for connection between teleoperators’ 
networks.  As a result of this change, the Company started receiving interconnection charges from operators 
terminating calls in its network. This led to disputes between the Company and CAT as to whether these 
interconnection charges should be included when calculating the revenue share the Company was obliged to pay 
to CAT under the Concessionary Agreement.  
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The dispute is an industry issue that has been pending for years.  CAT has initiated six different arbitration cases 
against the Company related to the dispute. In three of the arbitration cases, the tribunals have sustained CAT’s 
claims in full. In one case the tribunal decided for the Company. All these cases have been appealed to the 
Central Administrative Court. Two cases are still pending in arbitration.

4 ) Risk from class action dispute on overcharging for mobile phone usage 

There is a risk of a material effect on the fi nancial position of the Company and dtac TriNet in connection with a 
class action dispute fi led against the Company and dtac TriNet.  The dispute alleges that the practice of charging 
for calls per minute (rounded up) instead of per second is overcharging, breaching customer agreements and 
certain NBTC resolutions. The claim relates to calls from June 2016 to July 2018 and includes demands for 
punitive damages and interests.   Based on the Company’s external legal counsel opinion, the Company’s 
management is of the view that the Company and dtac TriNet have complied with relevant laws and regulations 
and have no liability to pay the claimed damages.

   
5 ) Risk from other disputes

The Company and its subsidiaries are subject to several disputes, including with CAT, which used to be a party to 
the Concessionary Agreement with the Company. These disputes are highlighted above and included in the notes 
to the consolidated fi nancial statements. If the Company or its subsidiaries lose these disputes, it may affect the 
business, fi nancial status, and performance of the Company.

2.2.3 Risks from investment in securities in the other country (only for foreign company)

N/A
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